MEDICAL DIRECTOR SYSTEM AT HALLAM PRIVATE NURSING HOME

BACKUP POLICY & PROCEDURE

Policy

The Division and XX Private Nursing Home will work together to ensure the Medical Director system is safely backed up each week and complies with national and state privacy principles concerning the secure storage of personal health information.
The backup method will be via a zip drive, and disks will be rotated on a weekly basis over a 6 week period.  Backups will be carried out mainly on a Friday afternoon, and prior to Medical Director updates being applied.  

Zip disks will be securely stored by the Director of Nursing in a locked area.  All communication concerning backups must be written in the backup log book.  This includes backup dates, the person carrying out the backup, and the disk used.  Restores, version updates and other procedures must also be written into the book.

Training will be provided to facility staff in carrying out the backup and written documentation provided.  Any queries regarding the backup processes should be directed to Tanya Heaney at the Division on (03) 9706 7311.

Procedure

· Disks 1 – 6 will be cycled for backups conducted on Friday afternoon by a member of staff at XX Nursing Home.  

· Disks will be located with XX, DoN.

· Once the backup is completed an entry is to be made in the green backup log book.

· The disk must then be returned to the DoN for secure storage.

· A Division staff member will attend regularly to carry out archival backups and verify systems and procedures.  

· GPs may also perform ad-hoc backups if they feel it is necessary.  This must also be entered into the log book and they should use the next sequential disk.

· If data is required to be restored from disk, please contact Tanya Heaney at the Division on (03) 9706 7311.
This policy has been accepted and endorsed by both parties.
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